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GNSS Vulnerability: Countering the Threat
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Who Needs Robusthess?

i 8 Adlubsit) ?
-’

| DENTIFIED MARKETS | NCLUDE

a) Safety?

b) Financial? Aviation — GBAS & SBAS
Robust PN c) Environmental? Survey

d) Standardsmandate?
needed? : : General Marine Traffic

e) Differentiates market

offerings? Maritime Search & Rescue

f) Other? Maritime AToN Providers

I. Size(units)? Tetra ( integr Nav & comms equipment)
ii. Valueper unit?
iii. Dependent  or

AssociatedServices?

Financial
characteristics
of market

Tankers and Dangerous Cargoes

Financial Timing

o Io Do Io Do o Do o Do

Timing for Telecom
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Things = GNSS Equipment, Applications, Services

Keep working satisfactorily = Test against Specification of acceptable
Function and Performance

Satisfactorily = may not be perfect, but there are some things that
MUST NOT happen!

Difficulties Encountered = Clearly defined, specific Threats and
Vulnerabilities (Jamming, interference, ionospheric scintillation, etc.)

Operational Environment = How are T&V realistically encountered in
OEA 50A060 / PAOAOEITAI 3AAT AOEIT C
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Example Operational Scenario with jamming

Title Vessel Approach to Newcastle upor ol :m .
jammer onboard ship ) %
Reference STVG US 02 LD Vese Track
. Approach from the north, turn to starboard [ /
Description

to approach the Tyne into Newcastle.

Gross location | North Shields; 55.009(0N, 1.4450 W \ om
Reason for To assess impact on vessel approaching q\ % .
i i ‘\-”-MM"V X 'Iil““‘
Scenario harbour of lowpoweronboardjammer .\ -
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PPD Characteristics (1)




PPD Characteristics (2)
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Simulation Configuration
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Results: ORdoard low-power jammer

Plan Error Vs. Time
Rx: Marine Type 1
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More Results:

On-board low-power jJammer

CW PPD, 15m Offset, Jammer plan error

Plan Error Vs. Time 2.5 i r———
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More Results:
On-board low-power jJammer

True track (but 2
no position recorm\
Rx OK \ ,/'/

Position Errors/

Up te 270 m
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More Results:

On-board higherpower jammer

1mW CW PPD Jammer signal level at receiver and plan error against time
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Results:
Highpower jammer Ashore

> N
3 < - GLAs Jamming Trials
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- & .
J». 2
5 TN
VL
&

Vo P ki

(0IC) 18:0/km/n
1:14.18197C) 17/9)km/h

1.16.38(07C). 18'2km/n
118 56}:3;9,. 18'0/km/h

1:21:12(01C). 18:0 km/h

1,23 28/(07C) 18/0km/n
125 42(7C) 18 0/km/n
1.27.56(UTC), 18:0 km/h

128 42/ (UTC)! 18'0. km/H¥ 1 28'40/(UTC), 18 2.km/h

C.S. Dixon: GNSS Robustness Testing

Goog



More Results:
Highpower jammer Ashore

23mW CW Jammer signal level at receiver and resultant plan error against
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Example Threat from lonospheric Scintillation

Title Vessel approach to Rio de Janeiro with ionospheric scintillation
Reference STVG US 03A

Description Approach from the east, starboard tum towards Harbour.

Gross location Rio de Janiero; 22.9083° S, 43.2436° W

To assess impact on vessel approaching harbour of ionospheric
scintillations

Author (S Dixon
Creation Date 23" August 2012

Reason for Scenario
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lonospheric Scintillation Modelling

« Cornell Scintillation Model (CSM) in Simgen

« Amplitude scintillation
*  Superimposes large variations in RF power
« Different per satellite

« Defined by
* §index values (map)
* Channel decorrelation time (common value)

« Tropical/Equatorial configuration
« §,= 0.8 (large amplitude variation)
« De-correlation time = 0.8s (slow variation)
« Arctic/Polar configuration
* §,= 0.8 (higher than expected for this region)
«  De-correlation time z 0.1s (rapid variation)
« |Initial period 90 s in Simulations with no scintillationRx acquisition / settling
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* Comparison via Simgen tools and additional Matlab scripts

+ Scenarios run twice
« OTEOE 3 AET OE
« Expectations

I AOET 1

« Variations in tracked signal strength

* Receivers might lose lock on some satellites

* Possible problems with reacquisition
* Possible degradation in positioning solution
* Possible loss of position solution if too many satellites are lost
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Plan Errors during Approach to Rio
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Plan Error with Scintillation O7TEOET 006
All errors < 1m All errors < 1Im
Most errors < 0.3m Most errors < 0.3m
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SNR during Approach to Rio

Receiver — No Scintillation Receiver — With Scintillation
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Threats to GNSS are Real; Vulnerabilities of GNSS are real,

Some noble researchers are quantifying new T&V for us

50A00 | AEA O"OU ¥ AT160 AOUoe AAAE
account that

« Qperationally Effective = Cost Effective!

But current Specifications (including international standards) are
iInadequate; you will be left in danger!

8 W@DPAOO EAI P AGEOOO

STAVOG Project Partnership

« Understand (specify) T&V in relation to User Operational Scenarios
* Simulate (& validate against experience) and document
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Recommendations

« Buy costeffective, taking account that it may be helpful if equipment
works during operations

* Ensure your GNSS based equipment / applications / services are robust
against realistic operational threats

« T&V could leave you without your friendly GPS in a cold dark World
* NOo P; No N; No T!
« Or with hazardously misleading information (HMI)

* Change the Specsgthey are inadequate for what we already know!
* Prove it!

* Simulation, Tests & Trials, Verification
* against something meaningful

C.S. Dixon: GNSS Robustness Testing 22 13 February 2013



Dr. Chaz Dixon
+44 7723 814481
chaz_dixon@yahoo.co.uk

CBIL
Spirent Communicationlc
The Corporation of Trinity House on behalf of the GLAS

Nottingham Geospatial Institute, University of Nottingham
. . # (Nsottinghiam m.‘ Tr\rieutntiyersiﬁof
g/ Trinity House SPIRENT = [t lietesi

N . KTN Seminar
C.S. Dixon: GNSS Robustness Testing GNSS Vulnerability: Countering the Threat 13 February 2013




